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Mid Year Internal Audit Progress 
Report 2019/20 

Overview 
During the period we have completed seven added value reviews, six audits, and eleven 
follow up audits. There are also eleven audits / added value reviews in progress. Where 
audit findings are raised, action plans are agreed between internal audit and the 
relevant service to address these findings, and progress against these action plans is 
monitored by internal audit via follow up audit reviews.

Overall, progress against the annual Audit Plan is in line with expectations. 

Based on the work completed to date, a summary of which is detailed below, we 
consider that generally the control environment remains good. All audit opinions issued 
within the period have been ‘Good’ or ‘Reasonable’ with no ‘Limited’ or ‘No Assurance’ 
opinions being issued. There are therefore no areas of particular concern to highlight.

Added Value Work

These are areas that were identified by management and internal audit as likely to benefit from 
internal audit reviewing relevant arrangements on behalf of management and assisting in 
making improvements where appropriate. 

The following pieces of added value work have been carried out by the internal audit team:

Enforcement 
Evidence 
Handling 

A review of the newly introduced process within the Planning and 
Regulatory Service to manage the storage and disposal of evidence which 
has either been seized or voluntarily surrendered.  The review included the 
initial logging of items, record movement, location and disposal.  Some 
suggestions for improvement that would strengthen arrangements were 
made, which have been actioned by the service. 

Introduction

The purpose of this report is to:

• Provide a flavour of the audit work during the period 1 April 2019 to 31 October 2019
 Highlight any areas of concern
• Advise on progress against the 2019/20 Audit Plan
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Anglia 
Revenues 

Partnership 
(ARP) 

Performance 
Management

A significant piece of work has been carried out to provide assurance over 
specified elements of the ARP performance management framework 
(governance, target setting, monitoring, and reporting).  Currently, the 
work is being discussed with ARP management and will then be presented 
to the ARP Operational Improvement Board.  The results of this work will 
feed into the target operational model currently being developed by the 
partnership, to make sure they are best organised to deliver and execute 
their services in the future. 

Grounds 
Maintenance 

Enquiries 

An extensive exercise carried out working alongside colleagues from the 
Customer Services team to identify areas for improvement in the existing 
grounds maintenance enquiries process. 
  

Single Council 
Assurance Work 

– ARP 

A health check was carried out to provide a view on the project governance 
and approach to the ARP database conversion from the existing Forest 
Heath and St Edmundsbury databases into the new West Suffolk Council 
database to enable the awarding of housing benefits and collection of taxes 
and recovery action.  The health check concluded the implementation plan 
was on target, well managed, with clear actions and timescales in place. 

Single Council 
Assurance Work 

- General 
Ledger 

A post implementation audit review was conducted following the completion 
of the financial system project ready for the new West Suffolk Council.  The 
review concluded that implementation of the new West Suffolk financial 
system was well managed with no significant actions arising.

Shared Legal 
Service 

Gateway 
Review

Participation in the review into the implementation and delivery of the 
Babergh and Mid Suffolk District Councils and West Suffolk Council Shared 
Legal Services team.

Single Council 
Assurance Work

Payroll

A post implementation audit review was conducted following the completion 
of the payroll project ready for the new West Suffolk Council.  The review 
concluded that implementation of the new payroll system was well 
managed with no significant actions arising.

Main Financial Systems and Corporate / Business Area 
Audits

These include the audits of the main financial systems that support the running of the councils 
and reviews of systems and processes where the internal controls are tested and evaluated.

 

Good Assurance

Definition of Good Assurance - risks are managed well with no significant (medium risk) control 

Reasonable 
Assurance 

Opinion for 5 
audits 

Limited 
Assurance 

Opinion for 0 
audits  

No 
Assurance 

Opinion for 0 
audits 

Good 
Assurance 
Opinion for 

1 audit 
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Reasonable Assurance

Definition of Reasonable Assurance - in general, risks are managed well. A number of significant 
(medium risk) control issues and risks have been raised.

Houses in 
Multiple 

Occupation 
(HMOs)

This was the first audit review of this area in recent years and was carried out 
to ensure the council is exercising its statutory duties in relation to the 
licensing of HMOs.

Key areas where improvements are required

A number of actions were agreed to improve arrangements, including the 
following: the need to review website documentation, guidance and internal 
procedures to ensure they remain up to date; and ensuring that all necessary 
documentation relating to an HMO is gathered / kept on record.   

Civic Regalia This was the first audit review of this area in recent years and was undertaken 
to review the effectiveness of the safeguarding and accounting for the 
council’s civic regalia and in making them accessible to the public.  

Key areas where improvements are required

A small number of actions were agreed to improve arrangements in respect of  
insurance requirements, storage and inventory arrangements. 

issues or risks raised.

Disabled 
Facility Grant 

from the 
Ministry of 
Housing, 

Communities, 
and Local 

Government

Funding is given to local authorities for the distribution of Disabled Facilities 
Grants, this funding being for the provision of grants for adaptations to homes 
to enable people with disabilities to live independently in their own homes for 
longer. Awards of grants are subject to certain conditions and Suffolk County 
Council is required to provide certification to the Ministry of Housing, 
Communities and Local Government that these conditions have been complied 
with. 

This audit was carried out to provide assurance to Suffolk County Council (SCC) 
that in respect of the West Suffolk councils (period covered 2018/19) the 
conditions have been complied with, specifically that the grants paid have only 
been used for the purposes specified in the grant conditions and the West 
Suffolk councils have been paid the amounts agreed between the parties.

Key areas where improvements required

None



                                                                                                                               Appendix A

4

Heritage Assets A review was carried out to assess the effectiveness of the safeguarding of, 
and accounting for, the council’s heritage assets (collections held at Moyse’s 
Hall and West Stow) and in making them accessible to the public.

Key areas where improvements are required

Actions were agreed to improve arrangements in respect of security, storage 
and inventory arrangements.

Access to ICT 
Systems – 
Operations 

Access to ICT 
Systems – 
Planning & 
Regulatory 

Control

These audits were part of a rolling cycle of review of arrangements in service 
directorates to confirm that the council has effective and controlled system 
administration of its business critical / sensitive applications.

Key areas where improvements are required

A number of suggestions for improvements were discussed and agreed.

Follow Up Audit Work

The follow up work below has been undertaken to check the extent to which agreed 
recommendations / actions have been implemented in respect of previous audits undertaken.

Transparency 
and Open 

Data

The Local Government Transparency Code 2015 placed a statutory duty on 
local authorities to publish specified information and included minimum 
publishing requirements regarding the regularity of publishing, and data 
criteria.

Of the original actions agreed as part of the 2018/19 audit, good progress has 
been made including production of a West Suffolk Publication Scheme, 
information governance training and a review of the voluntary data which is 
published. Although good progress has been made, two actions are not yet 
fully complete and are work in progress.

Lone Working The purpose of the original audit review was to ensure that appropriate health 
and safety arrangements were in place for lone working, and that lone 
workers are no more at risk than other staff, in accordance with the council’s 
duty of care for their staff.

For most of the original actions these are now completed.  Three actions 
remain work in progress, including some revisions to the Health & Safety 
Policy and its supplementary guidance, and raising awareness of these 
revisions with staff. 
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Violence 
Register 

The purpose of the initial audit review in 2018/19 was to gain assurance over 
the adequacy and effectiveness of current controls operating in respect of the 
Violence Register. 

A follow up review was undertaken which confirmed that the majority of 
actions have now been completed, although a small number of new actions 
have been suggested in relation to staff awareness, safekeeping of supporting 
documentation, completion of incident forms, and one action remains work in 
progress.  
 

Corporate 
Procurement 

Cards 

During 2018/19, we carried out an audit to confirm that corporate 
procurement cards are used in accordance with relevant guidance, that 
expenditure is monitored and approved appropriately, and the risk of fraud is 
minimised. 

A reminder on the use of the procurement cards was issued by the Finance 
Team, however, audit testing still showed instances of non-compliance by a 
small number of cardholders. 

Cyber Security An evaluation of the control framework in place against the UK Government 
Communications Headquarters (GCHQ) ’10 Steps to Cyber Security’ document 
was undertaken in 2017/18 to gain assurance on the cyber security controls 
in place within the council.  The original audit resulted in six actions being 
raised.   
The latest follow up review to monitor the progress on actions concluded that 
regarding the last remaining action to be completed (staff training and 
awareness) good progress is being made and no further follow up audits are 
required in this area.

CCTV This audit follow up work was undertaken to ascertain the progress made 
following the Closed Circuit Television (CCTV) health check to determine 
actions required to support compliance with the General Data Protection 
Regulation (GDPR) which came into effect on 25th May 2018.  

A small number of actions remain outstanding.  Whilst continued work has 
been undertaken by the CCTV Team to ensure that new systems are brought 
under the CCTV Control Room umbrella, there are still a number of locations 
that are considered to be ‘standalone’.  Responsibility for operating the 
system and complying with GDPR lies with these individual services.

Events 
Management 

During 2018/19, we carried out a risk based audit to provide assurance on 
the policies and procedures currently in place for the events management 
process.

A follow audit up was carried out in May 2019, of the original fifteen agreed 
actions twelve are now considered complete.  One action remains work in 
progress, with two new actions raised around terms and conditions and 
approved schedule of fees. 
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Work in Progress

We also have eleven audits / added 
value reviews in progress:
 General Ledger 
 Council Tax and Overpayments 
 Housing and Council Tax Benefits 
 Cash Handling Spot Checks
 Fuel Cards (added value work)
 Members Allowances
 Health & Safety Estates 
 Treasury Management 
 Procurement Compliance
 Disclosure and Barring Service – 

Recruitment Checks
 Council wide expenditure review of 

professional fees 

Priority 1 Corporate and Business 
Area Audits Yet to Commence

The following audits are yet to 
commence:
 Creditors 
 Debtors 
 Car Parks Cash Handling 
 Payroll 
 IT Audit

Note that the above pieces of work, with 
the exception of the IT Audit, are always 
programmed to be undertaken during 
the second half of the year. 

PCI DSS The Payment Card Industry Data Security Standard (PCI DSS) is a worldwide 
security standard developed to protect cardholders' personal information, and 
is applicable to any organisation that stores, transmits or processes 
cardholder information.

A number of actions were raised in the original audit, these have now been 
implemented with the exception of one action around staff training and 
awareness. 

Grant 
Payments – 

Housing 
Assistance 

The initial review was included within our fraud, irregularity and probity work 
in 2018/19 to provide assurance that fraud risks were being adequately 
managed in respect of grant payments. 

The one reported action for housing assistance grant payments has been 
completed and no further follow up work will be undertaken in this area.

Grant 
Payments - 
Shop Front 
Payment 
Scheme 

Similar to above, the initial audit review was carried out to provide assurance 
that fraud risks were being adequately managed in respect of grant 
payments.

The four reported actions have been completed and no further follow up work 
will be undertaken in this area.

Grant 
Payments – 

Greener 
Business 

As above, the initial audit review was carried out to provide assurance that 
fraud risks were being adequately managed in respect of grant payments.

Of the three actions initially raised, one action had been completed while the 
other two were in the process of being implemented. 
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Priority 1 Corporate and Business 
Area Audits Removed from the 
2019/20 Audit Plan 

Estates Commercial Rents – this audit 
has now been postponed until 2020/21 
as the audit will add more value after 
the proposed estates management 
system is in place.
 
Other Significant Work

Other key work undertaken during the 
period includes:

National Fraud Initiative (NFI) 
The National Fraud Initiative (NFI) is a 
biennial exercise that matches electronic 
data within and between public and 
private sector bodies to prevent and 
detect fraud.

This involves data matching of a number 
of records such as benefits, payroll, 
pensions, housing waiting list, taxi 
driver licences, personal alcohol 
licences, parking permits and creditor 
payments.  Internal audit takes a 
leading role in co-ordinating this 
exercise working across a number of 
service areas, as well as ARP, to support 
those staff to provide their services’ 
data.

2516 matches were released in the 
current exercise. Of this, 1614 matches 
have been processed or investigated 
resulting in 23 frauds or errors being 
identified. These are primarily where 
changes to the household or income 
which affect the benefit or council tax 
liability have not been notified to ARP.  
Recovery is made either via a change in 
the council tax liability or through 
housing benefit overpayment recovery 
and currently 18 accounts are in 
recovery with a value of £6k.

An annual exercise to match single 
person discounts to the electoral 

register is ongoing, of the 1649 matches 
provided, 1576 have been reviewed with 
199 errors or frauds being identified.  
118 accounts are currently in recovery 
via an amendment to the council tax 
lability with a value of £126k.  Some 
errors may not result in recovery as 
another type of discount may be applied 
to the account.

Anti-Fraud
Fraud messages are published on the 
West Suffolk intranet at regular 
intervals to increase staff awareness.

The proposed programme of anti –fraud 
work is ongoing, with no significant risks 
raised.

Financial Vetting 
During the year to date Internal Audit 
has also responded to around 30 
requests for financial vetting or other 
related financial advice including 
assessments of organisations’ financial 
suitability to undertake specified 
contracts for the councils. 

Information Governance 
Accompanied by the Information 
Governance Officer we have conducted 
early morning walk rounds of the main 
council offices and depots with feedback 
provided to the Officer Information 
Governance Working Group on any 
identified weaknesses that could result 
in information security risks. 

Fee Earning Work  
Internal audit is continuing to undertake 
fee earning work during 2019/20 and by 
the end of the financial year this is likely 
to result in approximately £12k of 
income being earnt.  Fee earning work 
consists of the following: 
 audit of the council tax, housing and 

council tax benefits, and housing 
benefit overpayments systems at the 
Anglia Revenues Partnership (ARP) on 
behalf of East Cambridgeshire District 



                                                                                                                               Appendix A

8

Council and Breckland Council;
 fee earning grant certification work 

for the following organisations to 
check that the conditions of the 
relevant specific grant determinations 
have been complied with:    
 New Anglia LEP - to provide 

assurance to the Department for 
Business Innovation & Skills; and  

 Suffolk County Council - to provide 
assurance to the Trading Standards 
Institute.

Advice and Guidance
Internal Audit have provided advice, 
guidance and suggested actions to 
usefully improve arrangements in the 
following areas: 

 Park Inspection Devices
 ICT Equipment  
 Moyse’s Hall ‘Death Star’ Raffle  
 Park and Ride Christmas Fayre Cash 

Handling Arrangements  


